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Information and services moved to the cloud offer 
agility and higher basic security, allowing users 
to outsource their information technology needs. 
Consumers increasingly rely on cloud service 
providers to store and process their information 
(including critical mission elements) as well as the 
software to support their work. Over time, cloud 
services have become concentrated, with around 
two-thirds of global cloud services managed by three 
“hyperscale” providers. 

Such a high concentration for cloud services is 
dramatically and irreversibly altering the way IT 
services are delivered. The rapid emergence of 
artificial intelligence (AI) further spotlights the 
potential risks accompanying this transition. The 
large language models being developed require 
massive computer resources, which are provided by 
cloud services. As society and commerce become 
even more reliant on an AI-enmeshed cloud, the 
resilience of that cloud will be crucial.

This paper explores the challenges and benefits 
associated with this level of dependence and 
concentration of cloud services, the various risks 
that can result, and desirable actions to minimize 
and manage those risks. The assessment focuses on 
resilience—the ability to anticipate and prepare for 
systemic hazards of all sources, reduce their impact, 
and recover from them.

Private-Sector Recommendations
Private-sector organizations should utilize the 
proposed Cloud Resilience Framework to build 
and expand existing efforts with an eye toward 
greatly enhancing resilience of the cloud as well 
as the customers in the cloud. Resilience requires 
incorporating more stakeholders—including insurers, 
critical infrastructure providers (such as energy) 
to cloud services, and government policymakers. 
The four-part framework summarized below lays 
out foundational policy commitments and suggests 
actions that would enhance both resilience and trust 
in the cloud system.

Framework Area
Foundational 
commitments

Public commitments to advance 
cloud-related security and 
resilience and minimize digital 
harms.

Resilience of the 
cloud system 

Actions that cloud providers 
can take to demonstrate and 
increase resilience of their cloud 
services.

Resilience of 
customers 

Working with customers, 
insurers, and other stakeholders 
to develop a standards-based 
Resilience Maturity Model.

Exercises and 
stress tests

Scenario-based exercise 
programs to validate 
contingency plans and test 
capabilities as well as identify 
best practices and lessons 
learned.

https://carnegieendowment.org/2024/01/17/cloud-reassurance-framework-to-enhance-resilience-and-trust-pub-91394


Policy Recommendations
Policymakers should enable and support the 
proposed Cloud Resilience Framework, which 
should inform and complement ongoing regulatory 
considerations. Continuing to collaborate with 
industry will be crucial. Cloud services are a 
shared benefit to societies, and their availability 
and resilience needs to be recognized as a  
shared goal. Among other actions, the path 
forward should: 
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•	 emphasize the cross-sectoral criticality  
of cloud services; 

•	 ensure improved transparency of risk 
information;

•	 expand exercise programs and stress  
testing; and 

•	 support the development of a functioning  
re/insurance market to manage cyber- 
related risks, including those that arise  
from cloud dependency. 


